
S T A T E   O F   M I C H I G A N 
 

BEFORE THE MICHIGAN PUBLIC SERVICE COMMISSION 
 

* * * * * 
 

In the matter, on the Commission’s own motion, ) 
to review issues concerning cybersecurity and     ) 
the effective protection of utility infrastructure. ) Case No. U-18203 
                                                                                        )  
 
 
 At the November 22, 2016 meeting of the Michigan Public Service Commission in Lansing, 

Michigan. 

 PRESENT: Hon. Sally A. Talberg, Chairman  
Hon. Norman J. Saari, Commissioner 
Hon. Rachael A. Eubanks, Commissioner 

ORDER 

 
History of Proceedings 

  On January 12, 2012, the Commission opened Case No. U-17000, to address issues and 

concerns associated with the deployment of advanced metering infrastructure (AMI) by Michigan 

electric utilities.  In the January 12 order, the Commission directed all regulated electric utilities to 

file information in the docket concerning various aspects of AMI.  In addition, the Commission 

requested written comments from interested parties and directed the Commission Staff (Staff) to 

prepare a report addressing the utility filings, comments from the public, and other pertinent 

information.  On June 29, 2012, the Staff submitted its report (Staff Report), and on October 12, 

2012, the Commission issued an order in which it found, inter alia, that cybersecurity issues were 

of sufficient complexity and importance to merit the establishment of this docket.1  Further, in two 

recent rate case proceedings, the Commission directed DTE Electric Company (DTE Electric) and 
                                                 
      1 The Commission addressed customer data privacy in various orders issued in Case  
No. U-17102. 
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Consumers Energy Company (Consumers) to each provide the Staff with periodic reports on the 

utility’s cybersecurity program.  See, November 19, 2015 order in Case No. U-17735, p. 18, and 

December 11, 2015 order in Case No. U-17767, p. 116.  In those cases, the Staff provided a 

general framework outlining the type and scope of cybersecurity information to be provided to the 

Commission.    

 
Discussion 
 
 As reviewed at length in the Staff Report, cybersecurity is critical to the operation of a modern 

electric utility and utilities must continually assess and upgrade their defenses to cyber attacks.  

While the Commission recognizes that AMI itself could increase the vulnerability of the electric 

grid, grid automation generally, including the deployment of a number of “smart” grid 

components, inherently increases the risk to system security.  Increased security risks arise largely, 

but not exclusively, because grid modernization involves increasing the number of digital access 

points within the electric distribution system and increasing the number of and level of control by 

networked devices. 

 According to the Staff Report, p. 14: 

As Michigan transitions to a more technologically advanced power grid, it is 
important that the proper actions are taken by utilities to address cyber security 
threats.  Cyber security planning is defined as preventing damage to, unauthorized 
use of, or exploitation of electronic information and communications systems and 
the information contained therein to ensure confidentiality, integrity, and 
availability.  The attention cyber security has received at the national and state 
levels for many years indicates that utilities, regulators and consumers all share 
common concerns.  Improving the electrical grid involves gathering more data and 
utilizing more technology.  With every added piece of technology, the risk of 
vulnerabilities inherently increases.  The U.S. [Department of Energy] DOE has 
stated that the smart grid of the future should be secure and resilient against all 
forms of attacks.  A smarter grid includes more devices and connections that may 
become avenues for intrusions, error-caused disruptions, malicious attacks, 
destruction, and other threats. (Internal citations omitted.) 
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 The Commission has a duty to ensure that public utility companies provide safe and adequate 

service at just and reasonable rates.  Because cybersecurity threats challenge the reliability, 

resiliency, and safety of the electric grid, and because utility spending to address cyber 

vulnerabilities can impact the bills that customers pay, the Commission has an obligation to fully 

examine utilities’ cybersecurity practices.  In addition, because most gas transportation and 

distribution systems rely extensively on supervisory control and data acquisition (SCADA) for gas 

system monitoring and control, these systems also require cybersecurity protections. 

 Given the concerns about cybersecurity, critical infrastructure, and the need for uniformity in 

reporting among regulated utilities, the Commission directs the Staff to craft rules to be included 

in the Technical Standards for Electric Service, Mich Admin Rule 460.3101 et seq. and in the 

Technical Standards for Gas Service, Mich Admin Rule 460.2301 et seq.  The rules shall provide 

for an annual report that includes an overview of the electric or gas provider’s cybersecurity 

program; a list of the company’s cybersecurity departments, staffing numbers and position 

descriptions, and the names of key contacts; a description of any cybersecurity training and 

exercises undergone by employees; an explanation of any cybersecurity investment made and the 

rationale for such investment; a discussion of the tools and methods used to conduct risk and 

vulnerability assessments; and a summary of cybersecurity incidents that resulted in a loss of 

service, financial harm, or a breach of sensitive business or customer information.    

 THEREFORE, IT IS ORDERED that the Commission Staff shall draft and include rules 

concerning cybersecurity reporting in amendments to the Technical Standards for Gas Service and 

Technical Standards for Electric Service. 
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 The Commission reserves jurisdiction and may issue further orders as necessary. 

 

MICHIGAN PUBLIC SERVICE COMMISSION   
                                                                          
 
                                                                                      

________________________________________                                                                          
               Sally A. Talberg, Chairman    
 
          
 

 ________________________________________                                                                          
               Norman J. Saari, Commissioner  
  
 
 

________________________________________                                                                          
               Rachael A. Eubanks, Commissioner  
  
By its action of November 22, 2016.           
 
 
 
________________________________                                                                 
Kavita Kale, Executive Secretary 



 P R O O F   O F   S E R V I C E  
 

 
   STATE OF MICHIGAN )         
          
         Case No. U-18203 
 
          
          

      County of Ingham  ) 
 

 
 

Gloria Pearl Jones being duly sworn, deposes and says that on November 22, 2016 A.D. 

she electronically notified the attached list of this Commission Order (Commission’s Own 

Motion) via e-mail transmission, to the persons as shown on the attached service list 

(Listserv Distribution List). 

         
        
       _______________________________________ 

                 Gloria Pearl Jones 
 
  Subscribed and sworn to before me  
  this 22nd day of November 2016 

 

   
    _____________________________________ 

Steven J. Cook 
Notary Public, Ingham County, Michigan 
As acting in Eaton County 
My Commission Expires: April 30, 2018 



CBaird-Forristall@MIDAMERICAN.COM   Mid American 
david.d.donovan@XCELENERGY.COM      Noble Americas 
vobmgr@UP.NET                       Village of Baraga 
braukerL@MICHIGAN.GOV               Linda Brauker 
info@VILLAGEOFCLINTON.ORG           Village of Clinton 
jgraham@HOMEWORKS.ORG                 Tri-County Electric Co-Op 
mkappler@HOMEWORKS.ORG              Tri-County Electric Co-Op 
psimmer@HOMEWORKS.ORG               Tri-County Electric Co-Op 
aurora@FREEWAY.NET                  Aurora Gas Company 
frucheyb@DTEENERGY.COM              Citizens Gas Fuel Company 
mpscfilings@CMSENERGY.COM           Consumers Energy Company 
jim.vansickle@SEMCOENERGY.COM       SEMCO Energy Gas Company 
kay8643990@YAHOO.COM                Superior Energy Company 
ebrushford@UPPCO.COM                Upper Peninsula Power Company 
kerriw@TEAMMIDWEST.COM              Midwest Energy Coop 
dave.allen@TEAMMIDWEST.COM  Midwest Energy Coop 
meghant@TEAMMIDWEST.COM             Midwest Energy Coop 
tharrell@ALGERDELTA.COM             Alger Delta Cooperative 
tonya@CECELEC.COM                   Cherryland Electric Cooperative 
sfarnquist@CLOVERLAND.COM           Cloverland Electric Cooperative 
sboeckman@GLENERGY.COM              Great Lakes Energy Cooperative 
llopez@LIBERTYPOWERCORP.COM         Liberty Power Deleware (Holdings) 
kmarklein@STEPHENSON-MI.COM         Stephson Utilities Department 
debbie@ONTOREA.COM                  Ontonagon Cnty Rural Elec 
sharonkr@PIEG.COM                   Presque Isle Electric & Gas Cooperative, INC 
dbraun@TECMI.COOP                   Thumb Electric 
rbishop@BISHOPENERGY.COM            Bishop Energy 
mkuchera@BLUESTARENERGY.COM         BlueStar Energy 
todd.mortimer@CMSENERGY.COM         CMS Energy 
igoodman@COMMERCEENERGY.COM         Commerce Energy 
david.fein@CONSTELLATION.COM        Constellation Energy 
kate.stanley@CONSTELLATION.COM      Constellation Energy 
kate.fleche@CONSTELLATION.COM       Constellation New Energy 
mpscfilings@DTEENERGY.COM           DTE Energy 
Don.Morgan@DUKE-ENERGY.COM          Duke Energy 
john.finnigan@DUKE-ENERGY.COM       Duke Energy 
bgorman@FIRSTENERGYCORP.COM         First Energy 
vnguyen@MIDAMERICAN.COM             MidAmerican Energy 
rarchiba@FOSTEROIL.COM              My Choice Energy 
gbass@NOBLESOLUTIONS.COM            Noble American Energy 
rabaey@SES4ENERGY.COM               Santana Energy 
cborr@WPSCI.COM                     Spartan Renewable Energy, Inc. (Wolverine Po 
john.r.ness@XCELENERGY.COM          Xcel Energy 
cityelectric@ESCANABA.ORG           City of Escanaba 
crystalfallsmgr@HOTMAIL.COM         City of Crystal Falls 
felicel@MICHIGAN.GOV                Lisa Felice 
mmann@USGANDE.COM                   Michigan Gas & Electric 
mpolega@GLADSTONEMI.COM             City of Gladstone 
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rlferguson@INTEGRYSGROUP.COM        Integrys Group 
lrgustafson@CMSENERGY.COM           Lisa Gustafson 
tahoffman@CMSENERGY.COM             Tim Hoffman 
daustin@IGSENERGY.COM               Interstate Gas Supply Inc 
krichel@DLIB.INFO                   Thomas Krichel 
pnewton@BAYCITYMI.ORG               Bay City Electric Light & Power 
sbn@LBWL.COM                        Lansing Board of Water and Light 
jreynolds@MBLP.ORG                  Marquette Board of Light & Power 
bschlansker@PREMIERENERGYONLINE.COM Premier Energy Marketing LLC 
ttarkiewicz@CITYOFMARSHALL.COM      City of Marshall 
d.motley@COMCAST.NET                Doug Motley 
blaird@michigan.gov    Dan Blair 
nwabuezen1@MICHIGAN.GOV             Nicholas Nwabueze 
mpauley@GRANGERNET.COM              Marc Pauley 
ElectricDept@PORTLAND-MICHIGAN.ORG  City of Portland 
akb@ALPENAPOWER.COM                 Alpena Power 
dbodine@LIBERTYPOWERCORP.COM        Liberty Power 
leew@WVPA.COM                       Wabash Valley Power 
kmolitor@WPSCI.COM                  Wolverine Power 
ham557@GMAIL.COM                    Lowell S. 
AKlaviter@INTEGRYSENERGY.COM        Integrys Energy Service, Inc WPSES 
BusinessOffice@REALGY.COM              Realgy Energy Services 
landerson@VEENERGY.COM              Volunteer Energy Services 
Ldalessandris@FES.COM               First Energy Solutions 
rboston@NOBLESOLUTIONS.COM          Noble Energy Solutions 
mbarber@HILLSDALEBPU.COM             Hillsdale Board of Public Utilities 
mrzwiers@INTEGRYSGROUP.COM          Mich Gas Utilities/Upper Penn Power/Wisconsi 
djtyler@MICHIGANGASUTILITIES.COM    Mich Gas Utilities/Qwest 
donm@BPW.ZEELAND.MI.US              Zeeland Board of Public Works 
Teresa.ringenbach@directenergy.com Direct Energy 
christina.crable@directenergy.com   Direct Energy 
Bonnie.yurga@directenergy.com      Direct Energy 
ryan.harwell@directenergy.com         Direct Energy    
kadardwa@itctransco.com ITC Holdings Corp. 
johnbistranin@realgy.com Realgy Corp. 
jweeks@mpower.org  Jim Weeks 
gaclark2@aep.com  Indiana Michigan Power Company 
mvorabouth@ses4energy.com Santana Energy 
scdevon@uppco.com Upper Peninsula Power Company 
sjwestmoreland@voyager.net MEGA 
hnester@itctransco.com ITC Holdings 
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